Anyconnect VPN - Kaspersky Rules Exclusion
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Overview:

The information provided in this document describes the process used to create exclusions for the Cisco Anyconnect
VPN software.

1. Inthe system tray, right click on the
Kaspersky Endpoint Security 10 for Windows

Settings

Kaspersky icon

2. Select Settings Pause protection and contral...
About

Exit

3. Click the Settings tab if you aren’t there

- X
alread ) Kagperg!w ) KSN Reputation Service
oo ) Endpoint Security 10 il Reports @ Quarantine
4. In the Anti-Virus protection group, for Windows
Monitored Ports section, click the Protec CTIS\derrcammi, you are working under a policy B

Settings... button. .

? Endpoint control

[7] Anti-Virus protection

@ File Anti-Virus

@ Mail Anti-Virus Detection of the following object types is enabled:
@ web Anti-virus

& IM Anti-Virus

@ Firewal

@ Network Attack Blocker

@ System Watcher | Settings... |
[#] scheduled tasks
#L advanced Settings

- \iruses, worms, Trojans, and malicious tools
- Adware and auto-dialers
- Packed files that may cause harm, and multi-packed fles

Rules; 10 (total 10)
Trusted applications: 9 {total 9)

() Monitor all network ports
@ Monitor only selected ports

Help Support License
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5. Uncheck HTTPS, SMTP SSL, NNTP SSL,
IMAP SSL, POP3 SSL

6. Click OK | Description

.

7. Click Save Dﬁncvs

[ smTP 551

[ MR 551

[ map ssL

[ POP3 551

[#] HTTP

[#] msn

Mail.Ru Agent

oF Add ¢ Edit 3 Delete

[ Monitor all ports for specified applications:

P& Network ports

o i o oY)

To allow the changes to take effect, quit and reopen your browser and other
network applications.

8. In the Exclusions and trusted

- X
i H H H Kaspers!ﬂy ) KSN Reputation Service
appl.lcatlons section, click the Endboint Security 10 e S
Settings... button. for Windows S

Settings CTIS\derrcammi, you are working under a policy ﬂ

= Endpoint control

[Z] Anti-virus protection
@ File Anti-Virus
@ Mail Anti-Virus Detection of the following object types is enabled:
@ web Anti-Virus
@ M Anti-Virus
@ Firewal
@ Network Attack Blocker
& System Watcher | settings.... ‘
[# scheduled tasks
% Advanced Settings

- Viruses, worms, Trojans, and malicious tools
- Adware and auto-dialers
- Packed files that may cause harm, and multi-packed files

Rules: 10 (total 10)
Trusted applications: 2 (total 2)

Settings... |

() Monitor all network ports

- | Settings... |
@) Monitor only selected parts —

Help Support License
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9. Click the Trusted applications tab

['f Trusted zone

F:.

gk Add &7 Edt ¥ Delete

[m7 svchost.exe
58 ngk.exe

Application Path

eSystemRoots\system32\svchost. exe
SystemRoott\system32\osk. exe

ol

10. Click Add
11. Select Applications...

[4 Trusted zone

Exdusion rules | Trusted applications |

w .é? Edit 3£ Delete

(] 257 sv

Applications...

Browse...

£ osk.exe

YeSystemic
YeSystemBc
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12. In the list of applications, scroll down to
Cisco Systems, Inc.

13. Click the| H 4o expand the selection.
14. Select each item in the list (one at a
time)

[Z select application

Select application from the list:

Application Vendor
[#] Kaspersky Lab
=] Cisco Systems, Inc.

&Q VPN Agent Service Cisco Systems, Inc.

ct\program files 3

‘ﬁ Cisco AnyConnect VP AnyConnect VPN Client.

‘ﬁ VPN User Interface | A SmartMET contract is required for support - Cisco

t:\pmgram filee
+\program file:

[=7 AnyConnect VPN Client Virtual,.. Cisco Systems, Inc.
|%| AnyConnect VPN Client API Cisco Systems, Inc.

ﬁ! A SmartMET contract is requir... Cisco Systems, Inc,
n

c:\program files
c:\program files
c\users\derrce ~

15. Check each box on the Exclusions for
application screen that appears.

16. Click OK.

17. Add the next item from step 14 until
each Cisco item has been added.

.+ Exclusions for application

®‘ﬁ WP Agent Service

Do not scan opened files

Do not monitor application activity

Do not inherit restrictions of the parent process (application)
Do not monitor child application activity

Allow interaction with application interface

Do not scan netwerk traffici

Do not scan network traffic
any remote IP addresses
any remote ports
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18. You will now see a list of several items
in the Trusted applications window.
19. Click OK.

[ Trusted zone

Trusted applications

4k add & Edt X Delete

Application
[27 svchost.exe
58 osk.exe
) VPN Agent Service
& VPN User Interface

2] AnyConnect VPN Client APT

& Cisco AnyConnect VPN Client Downloader
[27 AnyConnect VPN Client Virtual Adapter Installer c:\program files (x86)\disco\dsco anyconnect vpn dii...

5! A SmartNET contract s required for support -.. c:'user
B AnyConnect VPN Client Instal Helper

“:SystemRoot¥\system32\svehost. exe
hSystemRoote\system32iosk, exe

c:'\program flles (x86)\cisco\dsco anyconnect vpn di..
ct\program fles (x86)\cisco\risco anyconnect vpn di...
c:\program fles (x86)|cisco'disco anyconnect vpn di...

cilprogram fles (x86)\risco\risco anyconnect vpn dil...

pdataljocal\microsoftiindow. .
c:\program fles (x36)\disco\dsco anyconnect vpn di...

(| (B

oK Cancel

20. Click Save.

21. When both the Save and Cancel
buttons are grayed out, you may close
the Kaspersky Settings window.

22. Open your VPN software an attempt to
connect.

Kaspersky

Endpoint Security 10

for Windows

Endpoint control
Anti-Virus protection
@ File Anti-virus
@ Mail Anti-Virus
@ Wweb Anti-virus
@ M Anti-Virus
@ Frrewal
@ Network Attack Blocker
@ System Watcher
[#] Scheduled tasks
5{' Advanced Settings

Help Support License

4

KSN Reputation Service
all Reports @9 Quarantine

Settings CTIS\derrcammi, you are working under a policy B

Detection of the following object types is enabled:
- Viruses, worms, Trojans, and malidous tools

- Adware and auto-dialers

- Packed files that may cause harm, and multi-packed files

‘ Settings... ‘

Rules: 10 (total 10) |

Settings... ‘
Trusted applications: 2 (total 9) —

() Monitor all network ports

- ‘ Settings... ‘
(@ Monitor anly selected ports —_—

| ‘ Cancel |
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